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Disclaimer

The content of this National report represents the views of the author(s) only and is
his/her/their sole responsibility. The European Commission does not accept any responsibility
for use that may be made of the information it contains.
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Introductory note

The main objective of the EIO-LAPD National reports is to provide a comprehensive overview
of legal and practical implementation of the Directive 2014/41/EU of the European Parliament
and of the Council of 3 April 2014 regarding the European Investigation Order in criminal
matters (henceforth: EIO Directive) in each Member State. Separate national reports were
drafted for the following Member States: Austria, Croatia, Germany, Italy, Portugal, and
Slovenia.

National reports are key deliverables of the EU JUST project “European Investigation Order —
legal analysis and practical dilemmas of international cooperation — EIO-LAPD”. They contain
information on legal implementation of the EIO Directive in the given Member State. Data on
legal implementation was gathered by a group of experts with academic and professional
experience by engaging in cabinet research work. By analysing the existing national and
international legal framework, case law and literature, we provided answers to the
Questionnaire for legal research, which was a separate project deliverable.

National reports furthermore contain data on the practical application of the EIO which was
gained from legal practitioners who act as issuing and/or executing authorities, such as public
prosecutors, judges and investigative judges, as well as legal officers and attorneys who have
experience with the EIO in legal practice. Data was gathered by using the Questionnaire for
practitioners, which aims mainly at issuing and/or executing authorities and is a project
deliverable. During the project, a separate Questionnaire for attorneys was also drafted.

National reports will serve as a basis for the International comparative report, which will
analyse and compare the results of National reports. The comparative report will be published
as a separate project deliverable. By analysing and comparing National reports, we will strive
to find generally applicable solutions to tackle theoretical and practical problems arising from
the implementation on national as well as on the international level.
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Report on the legal implementation

Question #1:

Did your lawgiver already implement the Directive? If yes, when did the national
legislation enter into force? Was the Directive implemented on time? If it was not, what
were the official and unofficial reasons! for the delay in its implementation? Is it
implemented by a separate legal act?

Italy has implemented the EIO directive by transposing the aforementioned Directive 2014/41
by means of Legislative Decree no. 108 of 21 June 2017.

The decree entered into force on 28 July 2017.

The transposition of the EIO Directive was delayed with respect to the deadline set out in Art.
36 of the EIO Directive — which provided 22 May 2017 as the deadline.

Although the Italian Government had already received the delegation to adopt the legislative
decree implementing the EIO Directive by European delegation law no. 114 of 2015, the delay
was caused by the late planning of the text and the length of the process.

The EIO Directive was implemented by a legislative decree: this is an act having the force of a
law adopted by the Government?. The delegation to the Government was contained in
European Delegation Law no. 114 of 19 July 2015 (Annex B), which authorised the Government
to transpose directives and other acts of the European Union.

In particular, Art. 1, par. 1, delegates the implementation of the directives listed in
Annexes A and B to the Government — the aforementioned directive is included in Annex B —
and refers, as regards the procedures, principles and guiding criteria of the delegation, to Art.
31 and 32 of law no. 234 of 24 December 2012 (General rules on the participation of Italy in
the formation and implementation of European Union legislation and policies).

Decree no. 108/2017 is divided into two parts depending on whether Italy is the
addressee or the issuer of the EIO.

Question #2:

1 Reasons that are officially given by legislators as well as reasons based on your analysis.

2 |n Italy, the legislative decree is provided for by art. 76 of the Constitution of the Italian Republic. It is an
instrument by which the Chambers decide, either due to technical inadequacy or lack of time, to not discipline
in detail a matter which is not covered by statutory reserve. However, they reserve the right to establish the
principles and guidelines, i.e. the "framework" in which the Government will have to legislate. Legislation will be
based on a specific delegated law. If the government violates the powers indicated in the delegated law, e.g. by
adopting regulatory measures not provided for in the delegation, the relevant provisions are affected by
constitutional illegitimacy (called "excessive legislative delegation").
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For what types of proceedings does your domestic law allow issuing of an EIO (Article 4 of
the Directive)? Can tax authorities in your country issue an EIO?

The Legislative Decree does not precisely define the type of procedures for which national law
allows the use of the EIO. Art. 27 states that the Public Prosecutor or the judge in charge of
the proceeding may deliver the EIO "within the scope of their respective attributions"” and
"within the context of criminal procedure or a procedure for the application of a measure of
patrimonial prevention".

Reference to the criminal procedure with no further details must refer to the whole process.
The EIO may be issued in criminal, administrative or civil proceedings where the decision may
give rise to proceedings before a criminal court according to Art. 4 of the EIO Directive: in fact,
Annex A, Section F of the Decree requires an indication of the procedure in relation to which
documents are required.

The documents are requested (art. 4 EIO Directive):

(a) in relation to criminal proceedings started by a judicial authority, or which can be
started before it, with reference to a criminal offense under the national law of the
issuing State;

(b) in proceedings started by administrative authorities in relation to acts which are
considered punishable under the national law of the issuing State as breaches of legal
rules, when the decision may give rise to proceedings before a court having jurisdiction
in criminal matters;

(c) in proceedings started by judicial authorities in relation to acts which are punishable
under the national law of the issuing State as breaches of the rules of law, where the
decision may give rise to proceedings before a court having jurisdiction in criminal
matters;

(d) in connection with proceedings as referred in points (a), (b) and (c) relating to offences
or violations for which a legal person may be held liable or punished in the issuing State.

The new instrument applies to all investigative acts, with the exception of the establishment
of an investigation team and the gathering of evidence in the context of such activities (Art.3).
These activities remain covered by Framework Decision 2002/465/JHA, implemented in Italy
by Legislative Decree no. 34(8), 15 February 2016. Furthermore, the cross-border observations
referred to in Art. 40 of the Convention of 19 June 1990 implementing the Schengen
Agreement (recital 9), seizures for the purpose of confiscation and confiscation orders (9)
remain excluded.

The EIO must in any case be issued by or validated only by a judicial authority.

According to Art. 10 §2 of the Decree, if the investigation order has been issued in relation to
tax, customs or currency offenses, execution may not be refused on the basis that Italian law
does not establish the same type of tax or duty, or because the Italian legislation on tax,
currency or customs matters is different from that of the issuing State.
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Question #3:

Does your State have a system of civil confiscations (confiscation of property in
civil/administrative procedure where there is no need to prove a criminal offence)? Can the
authorities issue EIOs for civil confiscations?

Concerning the field of civil confiscation, the Italian Code of Civil Procedure regulates two
types of seizure: a judicial one (art. 670 Code of civil procedure) and a conservative one (art.
671 Code of civil procedure).

The judicial seizure may have as its object movable or immovable property (so-called seizure
of property) or documents, books, registers or, in any case, things that can serve in the
judgement as means of proof or information (so-called seizure of evidence).

In the first case, the judge may authorize it when the ownership or possession of the property
is in dispute and it is appropriate (so-called “periculum in mora”) to provide for the custody or
temporary management of the same. In the second case, on the other hand, the seizure can
be ordered when the right to exhibit or communicate the aforesaid documents is disputed,
and it is appropriate to provide for their temporary custody.

The conservative seizure is authorized on the movable and immovable assets of the debtor or
on the sums or things due to him, to the extent that the law permits their seizure, at the
request of the creditor who has a well-founded fear of losing the guarantee of his credit. It
tends, in essence, to ensure the general guarantee, referred to in art. 2740 of the Italian Civil
Code, on the debtor’s assets against the danger of theft and alteration.

The civil confiscation measures are taken into account by the Italian decree transposing the
Directive: art. 26 of the Decree implements art. 32 related to “interim measures” which aims
to “temporarily prevent the destruction, transformation, removal, transfer or disposal of
property that can be used as evidence”. In fact, from 22 May 2017, the provisions of the
framework decision 2003/577/JHA3 were replaced by the EIO in the relations between the
States which have provided for the respective implementation, with regard only to the
evidence confiscation.

Specifically, art. 26, §1 (Evidence seizure measures) of the Italian decree in accordance with
the speed needs that characterize the new mechanism, provides that the EIO also having as
object the confiscation of the body of the crime and of the things pertinent to the crime must
be adopted in the shortest term of twenty-four hours from the receipt of the order and, in any
case, without delay.

Furthermore, by filling one of the principal gaps of the framework decision 2003/577/JHA, §2
also regulates the subsequent transfer of the confiscated goods, on request, through
reference to the modalities provided for by art. 12 of the Decree and, consequently, according
to a “direct” transmission. If, on the other hand, the transfer is not requested, the issuing
authority indicates the term after which the order of seizure can be revoked (Art. 26, §3 of the
Decree). When the Public Prosecutor considers revoking the attachment order, he informs the
issuing authority, which may make observations.

3 Council Framework Decision 2003/577/JHA of 22 July 2003 on the execution in the European Union of orders
freezing property or evidence.
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Art. 27 of the Decree also specifies that — with regard to the procedure for issuing the EIO —
the public prosecutor and the judge in charge of the proceedings may issue, within the scope
of their respective attributions, an investigation order and transmit it directly to the
enforcement authority “in the context of criminal proceedings or proceedings for the
application of a measure of asset prevention”.

The express inclusion of the procedure of patrimonial prevention among those in the scope of
which an order of investigation can be issued by the Italian judicial authorities is significant.
This expression refers, also in this context, to an order intended for the research, acquisition
and/or insurance of cognitive elements and not, for example, to the execution of the
confiscation of prevention or the seizure intended to ensure its effects, for which other
instruments of international cooperation will continue to operate.

A specific provision of the Decree, art. 28 (called Contestation of the order of investigation
concerning confiscation for evidentiary purposes) concerns the control against an EIO issued
by the Italian authority which has as its object the seizure of evidence. Art. 28 provides that
“1. against the order for an investigation into the evidence confiscation, the person under
investigation or the accused, his solicitor, the person to whom the evidence or good has been
given and the one who would be entitled to their return, may propose a request for review
pursuant to Art. 324 of the code of criminal procedure.

This article transposes the case-law according to which an attachment ordered abroad would
presuppose an implied order of internal seizure. As a consequence, the person under
investigation or the accused, his lawyer, the person from whom the evidence or property has
been seized and the person who would be entitled to its return, may put forward a re-
examination request in accordance with art. 324 of the Italian criminal procedural code that
governs disputes relating to the existence of the conditions justifying the adoption and
maintenance of the measure. Par. 2 of this article provides that the provisions of art. 322-bis
and art. 325 Code of Criminal Procedure shall also apply. This article refers to the appeal and
to the appeal for cassation only in the case that a “violation of the law” is disputed.

Art. 14, par. §1 of the Decree allows the Public Prosecutor to postpone the recognition of the
EIO for the time required if the execution may result prejudicial to preliminary investigations
or to a trial already underway; moreover, the Public Prosecutor may order the postponement
of the execution when the things, documents or data subject to the attachment request are
already subject to attachment, until the revocation of the related order (§2). Once the cause
which gave rise to the postponement has ceased to exist, the order of investigation must be
promptly carried out (Art. 14, § 4).

In the event of an investigation consisting of obtaining information and documents from banks
and financial institutions by attachment, art. 20 of the Decree provides that the provisions of
domestic law, art. 255 and art. 256 of the Criminal Procedure Code, must apply.

Question #4:

Who acts as the issuing authority in your State?

Art. 27 of the Decree provides that the authorities which are entitled to issue the EIO are the
Public Prosecutor or the judge in charge of the proceeding “within the scope of their respective
attributions” and “within the context of a criminal proceeding or a proceeding for the
application of a measure of patrimonial prevention”.

8
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Art. 27, §2 provides that “the national anti-mafia and anti-terrorism prosecutors are informed
of the issue of the order of investigation, with the purpose of investigative coordination if it
concerns investigations relating to the crimes referred to art. 51, paragraphs 3-bis and 3-
quarter, of the Code of Criminal Procedure”.

The reference to the criminal proceedings without further connotations — not taking into
consideration especially proceedings of cognition — in addition to the legitimate authority to
issue an EIO also includes:

- the penal judge in charge of the execution who must acquire documents or
information in accordance with Art. 666, §5 or 667, §1 of the Criminal Procedural Code;

- the Surveillance Magistracy®.

The reference to the “respective attributions” of the public prosecutor and the judge who
proceeds (art. 27) must be interpreted in the context of the internal procedure in which the
need for judicial assistance from another Member State appears.

The public prosecutor will be in charge of the orders issued during the preliminary
investigations, also when the object of their activities requires prior authorization on behalf
of the judge (for example, for interceptions). In fact, the incidental competence of the judge
for the investigations does not change the domain of the phase (art. 43 of the Decree).

The judge, on the other hand, will issue the orders in the stricto sensu procedural phases: the
preliminary hearing (for example, for the performance of activities of probative integration
pursuant to art. 422 of Criminal Procedural Code); the special rites that provide for activities
of investigative integration (for example, the abbreviated judgement, in the cases referred to
in art. 441, §5, of the Criminal Procedure Code); and the ordinary debating judgement.

Question #5:

Does your system require a validation? If so, which measures can be taken by the police/law
enforcement? If so, what assessment does the validation procedure provide? Who acts as
the validation authority?

Yes, when a competent judicial authority in another Member State issues a European
Investigation Order, the Italian system requires EIO validation.

No measure can be ordered by the police alone. The public prosecutor is the only receiving
authority; consequently, all measures must be ordered under the supervision of the public
prosecutor or proceeding judge.

In the explanatory report to the Decree, it is indicated that the validation procedure requires
that the public prosecutor and the judge are assigned a role of control, and not only of a formal

4 n the Italian judicial system, the supervisory magistracy identifies a part of the magistracy that functionally
deals with the supervision of the execution of the sentence (traditionally called "law of criminal execution"). It
was born with the Law of Reform of the Penitentiary System, Law no. 354 of 26 July 1975, implementing art. 27
of the Constitution. Its role is extended not only to questions relating to the rights of prisoners during the
execution of the sentence, but also to the granting and management of alternative sentences to imprisonment,
both for the final part of the sentence and before the beginning of its execution. It is composed by two
jurisdictional bodies: the Magistrate of Surveillance and its umbrella body, the Office of Surveillance.

9
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nature, concerning the existence of the conditions for the recognition of the investigation
order.

The evaluation of the Prosecutor concerns:

- the existence, in the specific case, of situations which hinder the recognition and
execution of the European Investigation Order, provided for by Art. 10 of the
Legislative Decree;

- the condition of immunity granted by the Italian State to the person against whom
proceedings are being brought;

- the damage to national security that could result from the execution of the
investigation order;

- the violation of the prohibition of ne bis in idem if the person subject to the
proceedings has already been definitively judged on the same facts;

- incompatibility with the obligations under Art. 6 TEU and the Charter of
Fundamental Rights of the European Union.

The prosecutor must also verify the principle of double incrimination: the order of
investigation cannot be recognized if the act for which it was issued is not punishable by Italian
law as a crime, regardless of the constitutive elements or legal qualification provided for by
the law of the issuing State (Art. 10, §1, let. f).

In relation to this ground for refusal, however, a series of waivers and exceptions are
established in art. 11 of the Decree: thirty-two hypotheses of crime in relation to which the
aforementioned reasons for refusal of recognition does not apply are listed, on condition that
the act is punishable in the issuing State with a maximum penalty of no less than three years
or with a custodial security measure.

In addition to these situations and pursuant to art. 9, § 3, it will not be possible to carry out
the investigation order if the act requested is not provided for by Italian law or the conditions
imposed by Italian law for its execution do not exist, except when it is possible to have
recourse to one or more different acts which are in any case suitable for achieving the same
purpose.

The judge's review must therefore extend to the possible presence of the grounds for refusal,
listed exhaustively in art. 10, but also to the necessary respect of the proportional principle
provided in art. 7, which is aimed at preventing that the transnational collection of evidence
takes place on the basis of an unreasonable balance between the needs of investigation of the
facts and the rights of the person involved in the proceedings.

The prosecutor and the judge, if their intervention is expressly requested, must verify if a non-
justified sacrifice of the rights and freedoms of the accused, the suspect or other subjects
involved in the execution of the requested acts may result from the execution of the
investigative activities object of the EIO. This must be carried out by considering the
seriousness of the crimes for which they are being tried, and the penalty imposed upon them.

Art. 4 of Decree provides that the EIO is validated by a motivated decree issued by the public
prosecutor in the Court of the district where the requested actions must be carried out. In the
event that an investigation order is issued, in the same or in another procedure, to supplement

10
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or complete a previous order, recognition and execution are delegated to the competent
prosecutor for the initial procedure.

Art. 4, §6 provides that if the public prosecutor who received the order of investigation
considers that another office must provide the recognition and execution, he immediately
transmits the documents, notifying the issuing authority; in the event of conflict, art. 54, 54bis
and 54-ter of the Criminal Procedure Code shall apply.

The public prosecutor must inform the National Anti-Mafia and Anti-Terrorism Prosecutor of
the receipt of the order of investigation, for the purposes of investigative coordination, if it
concerns investigations relating to the crimes referred to in art. 51, §3bis and 3quater, of the
Criminal Procedure Code. In any case, a copy of the order of investigation received is
transmitted to the Ministry of Justice.

Some rules have been introduced to resolve conflicts of jurisdiction: when the request for
assistance concerns acts that must be done in several districts, the prosecutor of the district
in which the greatest number of acts must be done, or, if equal in number, the district in which
the act of highest investigative importance must be done, shall be responsible. In case of
contrast, the provisions of Art. 54, 54bis and 54ter of the Criminal Procedure Code are applied
concerning the regulation of jurisdiction, with the provision of a relative obligation to notify
the issuing authority.

However, it is unclear how the Italian public prosecutor who receives the order for
investigation can determine which of the many acts is to the most relevant without having
access to the entire case file. It is more plausible, perhaps, that in such cases, the prosecutor
relies on precise indications from the competent issuing authority, so as to be directed to the
act to be considered most relevant®.

Question #6:

Who acts as the executing authority in your State?

Art. 4 of the Decree provides that the Italian authority, public prosecutor or judge, shall
execute the EIO for investigations depending on whether an investigative or evidential act has
to be carried out. The Italian authority must carry out the execution by observing the forms
expressly requested by the issuing authority, provided they are not contrary to the principles
of the State's legal system.

The decision to identify in the public prosecutor of the capital of the district the competent
authority to execute the European investigation order is coherent with our procedural legal
framework. Entrusting the investigative activity requested by a foreign authority to the public
prosecutor or to the judge for preliminary investigations seems more consistent with the
proper vocation of these bodies, and more adequate for efficiency reasons; this is also the
case in consideration of the increasing number of requests for judicial assistance in criminal
matters in the European area.

However, it can happen, according to art. 5 of Decree, that the investigation acts or evidence
assumptions must be carried out by the judge, because the issuing authority has made an
express request in this sense or because it is required by the Italian law. In this case, the

5 BELFIORE R., Su alcuni aspetti del decreto di attuazione dell'ordine europeo di indagine penale, Cass. peno.,
1/2018, §2.1.

11
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prosecutor verifies the existence of formal requirements of the investigation order and
presents the request for assistance to the judge for the preliminary investigations (called
g.i.p.), which authorizes — but it is not clear with what type of measure — the execution after
verification of the conditions for the recognition of the investigation order (§2)°.

In this case, the judge executes the order in accordance with art. 127 of the Criminal Procedure
Code which provides a confidential procedure in closed session except if the issuing authority
asks for different forms, and on the condition that they are not contrary to the principles of
the State's legal system (Art. 5).

Question #7:

Does the ECJ-Judgement of 27.5.2019 - C-508/18 (Parquet de Liibeck) affect your system? If
so, in which way? — Are adjustments necessary?

There is no evidence that this decision has had an impact on our system.

Question #8:

Did you establish a central authority? If so, what are its prerogatives as well as its
organizational/institutional and personal structure? If so, is the central authority part of the
executive (administrative) or judicial branch?

Art. 2 of the Decree contains the definitions and indicates that the central authority is the
General Directorate for Criminal Justice - Office Il - International Cooperation of the Italian
Ministry of Justice.

The Italian legal system has chosen direct transmission between the judicial authorities, both
for the profile of the transmission of the order and for any further communications. Although
art. 783 of the Directive allows a central authority to transmit and receive orders
administratively, it was preferred not to aggravate the procedure.

The intervention of the central authority is restricted to the functions of assisting the Italian
judicial authorities as issuing authorities where necessary.

There are various references to the central authority and its prerogatives in the decree. The
Ministry may be called on to assist "if necessary" in the event of difficulty in communicating
with the executing authority or when problems arise as to the origin and authenticity of the

6 The Court of Appeal is, therefore, no longer competent for all the passive procedures of judicial cooperation,
according to the model incorporated in the original Book Xl of the Criminal procedure code. This is in accordance
with the Italian legislative decision already taken with the Legislative Decree No. 34/2016 which implemented
the Framework Decision 2002/465/JHA relating to the joint investigation teams. later, this position has been
confirmed by the Legislative Decree. no. 35/2016 which transposed the framework decision 2003/577/GAl
relative to the measures of freezing of assets or of evidential confiscations, and by legislative decree no. 52/2017
which implemented the Convention of mutual assistance of 2000, according to the specific address dictated by
the delegated law no. 149 of 21 July 2016 (4) : cfr. BELFIORE R. Su alcuni aspetti del decreto di attuazione dell'ordine
europeo di indagine penale, cit. §2.1.

12
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document, in accordance with the provisions of the Directive (art. 32 Transmission of the order
of investigation).

Art. 4 establishes an obligation of communication "in any case a copy of the investigation order
received shall be transmitted to the Ministry of Justice" in order to allow the central authority
to know the investigation orders received from the national judicial authority.

Art. 15, §2 (Costs) provides that, in case of significant charges, the public prosecutor must
inform the issuing authority and the central authority, in order to consider the share of the
resulting charges with the issuing State.

Art. 39 (Request for a hearing by videoconference or other audiovisual transmission) provides
that if the executing authority does not have the necessary technical means or access, the
judicial authority which issued the order for investigation may make them available through
the central authority.

Preventive notification to the central authority is recommended within the following limits. In
fact, the letter and the whole regulatory framework of the Directive do not allow the Minister
to recognize inhibitory powers.

The central authority is part of the executive branch.

Question #9:

In what languages are you accepting EIOs? Would English be accepted in urgent cases?

Art. 32, §4 of the Decree - relating to Title lll on the Active Procedure - simply states that "The
investigation order shall be transmitted in the official language of the executing State or in the
language specifically indicated by the executing authority."

Therefore, the language accepted for the EIO is Italian.

With regard to the acceptance of the EIO in English, the website of the European Judicial
Network (www.ejn-crimjust.europa.eu) shows that Italy indicates only Italian. It is therefore
not possible to know whether English is accepted in urgent cases from the website, but from
what we have learned from the interviews, English is commonly accepted as a matter of
urgency.

Question #10:

‘ What channels of communication’ do you allow for transmissions of EIOs?

Concerning the channel of transmission of the EIO, art. 32 of the Decree (called Transmission
of the Investigation Order) - set in Title Il relating to the Active Procedure - states that "The
Investigation Order and any communication concerning its execution will be transmitted to the
executing authority in a suitable form to ensure the authenticity of the origin, also with the
help of the central authority if necessary".

7 For example, are electronic documents accepted? Do you use an automated system/channel of
communication? Would other channels of communication be accepted in certain cases (letters, phone etc.)?

13
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Art. 32 §2 and §3 specifies that "the transmission may take place via the telecommunications
system of the European Judicial Network" and that "the executing authority shall be identified
also with the help of the European Judicial Network".

Concretely, these exchanges take place very often by phone or email between the authorities
concerned.

Question #11:

If you get an EIO issued by a prosecutor, for which a court order is required in your State,
are you using the possibility of Article 2(d) of the EIO Directive to get a court order in your
state? Please specify: Given that the issuing authority is not required to transmit evidence,
what is the examination subject of the order?®

In the event that an EIO is issued by the prosecutor for an act for which Italy requires the
authorization of the judge, Italy has adopted the recommendation set in Art. 2, let. d) of the
Directive.

In fact, Art. 9(4) provides, in the event that Italy receives a request for an EIO, that, 'If
authorization to proceed is required for the performance of the act which is the subject-matter
of the investigation order, the public prosecutor shall make a request to that effect without
delay'.

The authorization of guaranteed acts of investigation consists in the verification by the judge
for preliminary investigations of the fulfilment of the legal requirements and prerequisites for

the adoption of a certain investigation act.

Question #12:

Does your system allow measures required by an issuing state that are inexistent in your
state (for example, the use of Trojan viruses, drone surveillance, ankle monitors or other
modern technology)? If so, how is this compatible in your system with the foreseeability
requirement for special investigative techniques?

In accordance with the accusatory principle underlying the Italian procedural system, pursuant
to Art. 190 of the Criminal Procedure Code, evidence is admitted at the request of the party,
except in cases where the law states that it is to be proceeded with ex officio.

This means that it is up to the parties to seek sources, assess the need for the evidence in
support of their argument and ask the judge to admit it, and the judge is obliged to accept the
evidence presented by the parties unless it is prohibited by the law, manifestly superfluous,
orirrelevant.

Due to the principle of legality of evidence, if evidence is acquired in violation of the
prohibitions established by law, it cannot be used. Non-use of the evidence is also detectable

8 Using the possibility of Art. 2(d) might prove unfruitful, as the executing state’s court might not have the
information necessary for a substantive examinationo.
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ex officio in every state and degree of the proceedings, pursuant to Art. 191 of the Criminal
Procedure Code.

The Criminal Procedure Code also provides atypical evidence as set in art. 189: when atypical
evidence (i.e. not regulated by law) is required, the judge may take it on if it is able to verify
the facts and does not prejudice the moral freedom of the person, in compliance with the
prohibition set out in Art. 188 of the Criminal Procedure Code.

However, if the evidence is not regulated by law, however, if it is an evidence acquisition that
affects a Fundamental Right, it is necessary to have an express discipline in accordance with
the rule of law. Acts of investigation who affect fundamental rights must be regulated by law
in the cases and in the modalities of art. 13, 14 and 15 of the Italian Constitution. In this case,
art. 189 of the Code of Procedure is no more sufficient to acquire atypical evidence.

With regard to compliance with the rules on the admissibility of evidence in the issuing State,
Art. 6 §1 of the Directive is quite clear: the EIO may be ordered only where the document
instituting the proceedings could have been issued "under the same conditions in a similar
domestic case".

Art. 27 of the Decree, on the contrary, does not reproduce this expression in relation to orders
of Italian origin. It merely prescribes that the EIO may be issued by the public prosecutor or
the judge, "within the scope of their respective powers", without requiring compliance with
the other conditions of eligibility provided for by our system.

On the other hand, concerning the rules of admissibility of evidence in the execution State,
Art. 10, §1, let. b) of the Directive requires, where the EIO is concerned, a 'coercive' act (i.e.
one which is likely to interfere with fundamental rights: see recital 16), that the measures are
‘available in a similar domestic case'.

The 'availability' — as specified by recital 10 - concerns cases where the requested act 'is
provided for by the law of the executing State but is lawful only in certain circumstances'.
Availability therefore implies the presence of all the conditions for admissibility of evidence
set out in the lex loci.

According to this, art. 9 (Special procedures for execution) provides that when the act required
for the execution of the investigation order is not provided for by Italian law or when the
conditions required by Italian law for its execution do not exist, the public prosecutor, after
notifying the issuing authority, must proceed to the execution of one or more other acts that
are suitable for the achievement of the same objective.

It must therefore be deduced that the Italian State accepts to carry out an investigative
measure only when it is provided for by national law and only if the conditions which would
make it executable on the national territory are met. If the Italian system does not allow the
execution of unforeseen measures, but still allows the execution of acts, albeit different,
suitable for the achievement of the same purpose. Otherwise, it also considers that the
atypical evidence is also admitted, based on art. 189 of the Criminal Procedure Code. In such
a case, the legislator requires the judge first of all examine the aptitude of the evidence to
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verify the facts and secondly to ascertain whether the assumption may lead to an infringement
of the person's moral freedom. in any case, before admitting it, the parties must be put in a
position to exercise their right to be heard.

This general rule is also confirmed by Art. 23, §1 and §2 with regard to interceptions requested
by foreign authorities, which must be carried out with the assistance of the Italian authority.
The disposition in fact provides that operations must be authorized by the judge for
preliminary investigations "as long as the conditions of admissibility provided for by national
law are observed".

However, art. 24, §2 of the Decree outlines, in relation to interceptions to be carried out
without the assistance of the Italian authority, a special rule less respectful of national
requirements: it is only prescribed that the judge for preliminary investigations informed of
the operations must order "the immediate cessation" if the interceptions have been ordered
in relation to offenses for which, according to national law, "are not allowed".

It has been pointed out that the literal content of the prescription seems to apply only to the
provisions of art. 266 and art. 266-bis of the Criminal Procedural Code - that identifies offenses
for which wiretapping is possible - and not to other requirements for admissibility set out in
art. 267 of the Criminal Procedure Code. This would mean that, in relation to the foreign
interception measures discussed, the logic of mutual recognition would apply almost entirely.

It is an interpretation that is confirmed in some passages of the explanatory report to the
decree, according to which, in this case, it would be sufficient to only formally screen for the
recurrence of a title of crime that, in the internal system, allows access to the means of
evidence. It would not be conceivable to require foreign authorities to venture into calibrated
assessments of the typical forms of the Italian system probably foreign to the habits and
culture of the requesting State.

If this were the case, it would be possible to use extremely invasive investigative tools for
privacy on the ltalian territory, without any investigation into the existence of the historical
premises for justifying them. Such an outcome would be incompatible with the obligation to
respect fundamental rights, which is clearly laid down in art. 184 of the directive and art. 1 of
the decree.

However, art. 24§2 does not specify that the special rule operates "in derogation" from the
general rule of art. 9§81 and §3, which, as we have seen, requires compliance with all the
conditions of eligibility provided for by the /lex loci. Nor does it explain that, for the purposes
of interceptions without the assistance of Italy, "only" criminal conditions required by Italian
law are necessary.

This allows us to attribute to the special rule under discussion a purely reconnaissance value,
making it in fact superfluous. Its only effect is to reiterate a requirement that already results

from the general rules laid down in the decree on the refusal of EIOs from abroad.

Consequently, when communicating the interception to the Italian authority, the foreign
authority must attach the factual reasons justifying the interception, so as to enable
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verification of the evidence of crime and the condition of indispensability required under art.
267 of the Criminal Procedural Code.

Question #13:

Does your system allow measures required by an issuing state, which as such exist in your
state but for legal reasons could not be ordered in the given case according to your rules?
E.g. what happens if the requested measure is (according to your rules) restricted to a
certain type of offence which is not the subject of the issuing states procedure??®

In our system there are certain evidentiary activities that can be carried out only in relation to
certain types of crime and/or in the presence of minimum thresholds of punishability.

For example, in the case of wiretapping and coercive expertise.

In this latter case, the execution of an expertise may sometimes require the performance of
acts likely to affect the personal freedom of the suspect or other persons.

If the person concerned gives his/her consent, the samples and investigations are carried out
without any particular formality, in compliance with the limit set forth in Article 5 of the Italian
Civil Code, according to which acts that entail a permanent decrease in physical or
psychological integrity or that damage his/her dignity cannot be allowed.

If, on the other hand, the person concerned refuses consent, Article 224-bis of the Italian
Criminal Procedure Code, introduced by Law no. 85 of 30 June 2009, applies, in order to
balance the protection of personal freedom with the need for criminal investigation, in
compliance with the double reservation provided by Article 13, paragraph 2, of the Italian
Constitution.

Article 224, paragraph 1, of the Italian Procedural Code provides that compulsory
investigations may be carried out only when proceeding for a crime (attempted or committed)
intentional or premeditated, for which the Law establishes the penalty of life imprisonment
and imprisonment in a maximum of 3 years, or for the crimes referred to in Articles 589-bis
and 590-bis of the Criminal Code, (homicide and road injuries) and in other cases specifically
indicated by the Law. It is also necessary that the expertise is absolutely indispensable for the
proof of the facts.

Question #14:

Is the concept of criminal responsibility of legal persons/entities used in your legal system?
Are you granting as executive state an EIO used against legal persons even if your legal
system does not acknowledge a concept of corporate legal responsibility? Does your

9 Most measures as such probably exist in the majority of cases. Yet, that the legal requirements for a wire-
tapping-op are covered in the issuing state but not in the other might be a frequent situation/problem.

17




Funded by the European
Union’s Justice
Programme (2014-2020)

Yy
<X elo-LApD  IFIE

University of Maribor

Faculty of Law

legislation allow for additional formalities requested by an EIO and not foreseen in your
domestic system (for example, a request that a specific number of witnesses or special kind
of witnesses, for example representatives of the Bar Association, are present at a house
search requested by an EIO)? — Please specify: Would you allow the issuing state’s
formalities for mere tactical reasons?°

The concept of criminal responsibility of legal persons is used in Italian legal system.

The Legislative Decree no. 231 of 8 June 2001 introduced into Italian legal system a form of
liability of legal persons, companies and associations for crimes committed (by a natural
person) in the interest or for the benefit of the collective body. This is a tertium genus of
responsibility (as set out also in order to avoid the conceptual obstacle of art. 27 of the Italian
Constitution, according to which criminal responsibility is personal). The assessment is
delegated to the Criminal Judge, as provided for by art. 35 of Decree n. 231 of 2001: "...the
procedural provisions relating to the accused shall apply to the entity, as far as compatible...".

The legislation indicates as legal persons to whom the legislation applies "...entities with legal
personality, companies with legal personality and companies and associations with or without
legal personality" (art. 1, §2, Decree n. 231/01).

This law is aimed at the repression of offenses committed by persons connected in various
ways with the entity who have acted in the interest or to the advantage of the entity itself
(pursuant to art. 5 of Decree no. 231/01).

Consequently, the entity will be held liable not only in the event that the conduct has brought
it an advantage, financial or otherwise, but also in the event that, even in the absence of such
a concrete result, the offence is justified in the interest of the entity itself.

Italy grants as executing state an EIO against legal persons as suspects.

It allows for the recognition and execution of an EIO even when it is directed to a legal person.
In fact, Annex E, section E, point (ii) of the Decree provides that the issuing State shall indicate
the name of the physical or legal person to whom it is directed.

It appears that Italy should accept further formalities required by the issuing State of the EIO
which are not foreseen in the Italian system.

Art. 33 of the Decree provides that "1. the judicial authority that issued the investigation order
decides with the enforcement authority how to carry out the act of investigation or evidence,
specifically indicating the rights and powers granted by law to the parties and their defenders”.

10 Requests for additional formalities can stem from a legal or a tactical need. For example, searches at nighttime
in accordance with (only) the issuing state’s law in order to provide for simultaneous searches in several states.
Art. 9(1)(2) EIO Directive is open to different interpretations.
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The Directive provides that the judicial authority of the executing State must comply with the
formalities and procedures expressly indicated by the issuing authority, as long as they do not
conflict with the fundamental principles of the law of the executing State (Art. 9§2).

Question #15:

How do you ensure as the issuing State that the condition of proportionality is respected
before sending an EIO? Would you consider a flagrant denial of proportionality as a
fundamental rights non-recognition ground? If necessary: describe, in very short terms,
whether and to what extent proportionality is a constitutional value in your legal system.

The Italian legislation has fairly faithfully transposed the spirit and the substance of the EIO
Directive: as issuing state, the Italian legislation paid attention to the respect of the principle
of proportionality.

The Decree encompasses the principle of proportionality in art. 7. This disposition underlines
the concrete evaluation of the functionality of the instrument with regards to the pursued
objectives and the non-redundancy of the requested act with a different approach from the
Directive.

While at the supranational level it is required that the proportionality of the EIO must be
evaluated with respect to the purposes of the proceedings, taking into account the rights of
the suspect or accused person, in the internal provision the proportionality is satisfied only
when a sacrifice to the rights and freedoms of the suspect or accused person, or of other
persons involved in the performance of the requested acts does not derive from the execution
of the EIO. No justification of an investigative or evidentiary need of the concrete case,
considering the seriousness of the crimes for which the proceedings are being carried out and
their penalty, shall be foreseen.

Art. 7 of the Decree considers not only the proportionality of the order with respect to the
purposes of the proceedings but also the proportionality between the intrusiveness of the
requested act and its result.

It should be noted that, despite the fact that art. 7 contains the principle of proportionality in
the title dedicated to the passive procedure, the interpretation in accordance with the
Directive and the fact that these are the same investigative acts indicate that the
proportionality test must also be carried out when the EIO is issued. In fact, the active
procedure takes up the provisions of the passive procedure, identifying in art. 431 and art.
512-bis of the Criminal Procedure Code the internal reference points through which assessing
the validity of acts carried out abroad, thus equating them to those acquired by means of
rogatory. The control of proportionality is also required with reference to the non-coercive
measures referred to in art. 9§51,

It follows, therefore, that both during the execution (passive procedure) and during the issue
(active procedure) the judicial authority must review the requested act by means of the

11 KosToRIs R., Processo penale e paradigmi europei, cit. p.143;
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proportionality test provided for in art. 7, with the exception of the cases of art. 9, §5 of the
Decree, in which investigative acts are carried out in any case.

It should be noted that the ltalian legislator has extended the range of the principle of
proportionality not only with reference to the rights of the suspect but also to the "persons
involved in the performance of the requested acts".

Proportionality requires that the restriction imposed on the individual must be balanced: in
consequence, the judicial authority must find the right balance between evidentiary and
investigative requirements and those relating to individual guarantees?. So, a fundamental
rights non-recognition should consider a flagrant denial of proportionality if the assessments
do not provide a correct balance between these exigences.

In fact, the principle of proportionality consists in entrusting the Italian authority with an
assessment of the validity of the request and its possible excess in relation to the compression
of the rights and powers of the persons concerned and of the suspect. The capacity of the
requested instrument to achieve the set objective must therefore be assessed, according to
the criterium for which, with equal effectiveness, the instrument with the less burdensome
consequences must always be preferred.

In reviewing the proportionality of the request, it is also necessary to consider "the seriousness
of the offences for which the proceedings are being conducted and their penalty". The
"proportionality of the issue" is not sufficient, however, as it is also necessary to consider the
"proportionality of the intrusiveness of the requested act with respect to its result".

However, art. 7 of the Decree should be read in conjunction with the provisions of art. 9§2
regarding the possibility of proceeding with a different act that is equally suitable for the
purpose and in a less intrusive case. In fact, if the act is disproportionate, an equivalent act
may be used, less intrusive but achieving the same objectives: the illustrative wording of the
Decree says that the adoption of an alternative means of proof provided for by art. 9 is always
due when it involves less intrusiveness in the sphere of individual rights*3.

In addition, the Circular of the Italian Ministry of Justice, in line with the spirit and the letter
of the Directive, states that the internal legislator excludes, however, that the lack of
proportionality may lead, in itself only, to the refusal of recognition or enforcement.

In such a case, in fact, the Italian judicial authority of execution must give a motivated
communication to the issuance authority of the detected disproportion, negotiating
alternative and less invasive means however appropriate to the achievement of the objective
(Art. 9§2). Unlike the Directive, which makes the flexibility clause based on the least intrusive
medium as "optional", the transposition text, when using the expression "gives rise", seems
to suggest a kind of obligation: if there is a "more proportionate" investigative measure, which
ensures the same result, the executing authority must have recourse to it.

12 KosToRIS R., Processo europeo e paradigmi europei, cit. p. 140.
13 Even though no reference is made to it in the decree.
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In the event of a negative outcome of the interlocutory procedure, however, the possibility of
refusal is not provided for: in fact, art. 9, §3 reserves the possibility of a different act only in
the case in which the investigative act is not available in the internal legal system or in which
the conditions for its implementation are lacking. The only exception seems to concern the
case in which the principle of proportion expresses a condition of admissibility of the
investigative or probative act (for example, in the Italian legal system, the selection of crimes
for which Art. 266 of the Criminal Procedural Code allows the use of interceptions). In this
case, the defect of this presupposition is also a self-sufficient reason for refusal.

However, the Italian doctrine has underlined that the Italian jurisprudence should identify
how the cases of violation of the principle of proportion can be a reason for refusal of the
order if it is impossible to reach an alternative and shared solution after contacting the issuing
authority. In fact, although the directive does not provide for an express rejection clause for
disproportionate orders, but only for a sort of "self-protection" withdrawal, it is reasonable to
argue that a disproportionate order, if an alternative act is not available, must still be refused.

Otherwise, there is a serious risk that a disproportionate act will be carried out to the
detriment of the fundamental rights of the accused/investigated person or of other persons
involved in the execution.

The evaluation of the enforcement authority on proportionality, on the other hand, must
certainly be considered to be excluded if it is one of the acts not listed in the aforementioned
art. 985 of the Decree for which a rule of unconditional availability towards the issuing State
operates.

Question #16:

How do you define/interpret the concept of coercive/non-coercive measures as indicated
in Article 10(2)(d) and Recital 16 of the EIO Directive?

The expression "non-coercive acts" in the text in art. 10, § 2 letter d) of the Directive has been
transposed by the Italian legislator who has defined them as "acts that do not affect personal
freedom and the right to inviolability of the domicile" in art. 9 §5 let. d) of the Legislative
Decree.

The coercive nature is especially emphasised with reference to the observance of the rules of
admissibility of evidence in force in the executing State. Article 10(1b) of the Directive
prescribes that if the EIO concerns a "coercive" act (i.e. such as to interfere with fundamental
rights: see recital 16), the latter must be "available in a similar domestic case". This
"availability" - specifies recital no. 10 - concerns cases in which the requested act "is provided
for by the law of the State of execution, but is legitimate only in certain circumstances".
Availability, therefore, is identified with the presence of all the requirements of admissibility
of evidence provided by the lex loci.

Art. 9 paragraphs 1 and 3 of the Decree, in the part in which it prescribes that the EIO must be

refused if "the conditions that Italian law requires for the completion of the requested
investigative act are not met” and it is not possible to perform other acts "in any case suitable
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for the achievement of the same purpose" perfectly fulfils the above appreciation of the
coercive nature of the acts.

This general rule is reaffirmed by art. 23 paragraphs 1 and 2 of the Decree regarding
interceptions requested by foreign authorities to be carried out with the assistance of the
Italian authority: it provides that the operations must be authorized by the judge for
preliminary investigations "provided that the conditions of admissibility provided by the
domestic law are met".

The problem, in relation to wiretapping to be carried out without the assistance of the Italian
authority, arises from the fact that article 24, paragraph 2 of the Decree outlines a special rule
that is less attentive to national regulations: it is only prescribed that the judge for preliminary
investigations informed of the operations must order "the immediate cessation if wiretapping
has been ordered with reference to a crime for which, according to the domestic law it is not
allowed".

According to the literal tenor of the prescription, therefore, it would seem to operate only the
criminal requirements set forth in articles 266 and 266-bis of the Italian Criminal Procedure
Code, and not the other eligibility requirements set forth in article 267 of the Italian Criminal
procedure Code. This would mean that, in relation to the foreign interception measures under
discussion, the logic of mutual recognition would be almost entirely valid.

Question #17:

Are you considering requests for a dynamic IP address as coercive or non-coercive? Who can
order the identification of dynamic IP addresses in your system?

The Italian legislator in the implementing decree of the EIO Directive does not mention the
distinction between dynamic and static IP addresses, but speaks in general about IP addresses.

In any case, the identification of persons holding a specific telephone number, an e-mail
address or an IP address is an activity for which art. 9, §5, let. e) of the Decree provides "in any
case" for the execution of the EIO.

However, the operations of identification of a dynamic IP - in which dynamic is understood as
being detected in real time - could qualify under the concept of interception of
telecommunications as provided in art. 266 and art. 266-bis of Criminal Procedure Code.

In fact, this disposition specifies that interceptions may concern interviews between present
persons (environmental interceptions), telephone communications or other forms of
communication, or the flow of communications between one or more computer or telematic
systems.

It should be noted that Art. 9§85, let. e) refers to the acquisition of the IP number only and not

of the communication flows; consequently, the acquisition of an IP address does not appear
to be a coercive measure.
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Art. 266 and art. 266-bis of the Criminal Procedure Code limits the object of the interceptions;
so that they can only concern interviews between people present (environmental
interceptions), telephone communications or other forms of communication, or the flow of
communications between one or more computer or telematic systems. As far as the limits of
admissibility are concerned, interception is permitted only for certain categories of offences
strictly indicated in art. 266 and art. 266-bis of the Criminal Procedure Code.

With regard to the practical execution of wiretapping operations, in accordance with art. 267
of the Criminal procedure code, it must be requested by the prosecutor and authorized via
motivated decree by the judge for the preliminary investigations — (g.i.p)., who must verify the
existence of the conditions of admissibility.

The conditions for the admissibility of wiretapping are set out in art. 267 of the Criminal
procedure code; they consist of serious indications of crime and wiretapping is admissible
when it is indispensable for the continuation of investigations. The existence of these
conditions is referred to the judge for the preliminary investigations who - in the case of a
positive finding - authorizes the interception with a motivated decree.

However, in cases of urgency, i.e. if there is a good reason to believe that the delay could
cause serious prejudice to the investigation, the prosecutor himself orders the interception by
motivated decree. However, this decree is of a provisional nature because it must be
communicated immediately, and in any case no later than 24 hours, to the judge for
preliminary investigations. In turn, he must validate it within the next 48 hours. Failure to
validate it will result in its full and absolute expiration. Interceptions must therefore
immediately be interrupted, and any results already acquired will be unusable.

All exceptions are provided by Law no. 203/91 which lists less stringent conditions for
interceptions relating to crimes of organized crime and threats by telephone, terrorism,
prostitution. In the context of these proceedings, to proceed with an interception, it is
required that signs of crime are "sufficient", and not serious, and that the interception appears
"necessary" rather than absolutely necessary.

Art. 266 of the Criminal procedure code specifies that when the interceptions of
communications between present persons takes place in one of the places indicated in art.
614 Criminal procedure Code, i.e. the home or another place of private residence, the
interception is permitted only if there are reasonable grounds for believing that criminal
activity is taking place in this place and always in relation to the offences indicated in art. 266.

A limited place for interceptions is stated by art. 103 of the Criminal Procedure Code:
according to this provision, interceptions are not permitted if they relate to conversations or
communications with the defence counsel, with authorized private investigators and persons
in charge of the proceedings, technical consultants and their auxiliaries, or between these
persons and their assistants. Failure to comply with this rule entails - pursuant to art. 271 of
Criminal procedure code - that the results obtained cannot be used.

The decree authorizing interception must contain details on the procedures and duration of
the operations.
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The Italian system provides that interception operations normally last a maximum of 15 days,
but they may be extended for another 15 days with a motivated decree of the judge of
preliminary investigations when the conditions of eligibility persist. In the case of organized
crime offences, the duration of the operations may not exceed 40 days, which may also be
extended by 20 days by the judge with a motivated decree.

The operations are carried out personally by the Prosecutor or with the assistance of a judicial
police officer. The code requires that the intercepted communications be recorded and that a
report of the operations is drawn up containing the transcription, even in a summary firm, of
the content of the communications.

Question #18:

Are you considering the request for historical telecommunication data as a coercive or non-
coercive measure? Who can order the disclosure/discovery of traffic telecommunication
data in your system? Do you have a general data retention system in your state still in place?
If so, describe it briefly. Would you use an EIO to get such data from another member State
where such system exists, even if your own domestic system does not provide for a data
retention system?

We consider historical telecommunication data as a non-coercive measure. Indeed, it is not
regarded as interception of telecommunications according to the documents.

The provision that regulates historical telecommunication data is art. 132 of Legislative Decree
30 June 2003, n. 196 (henceforth: “Privacy Code”).

Art. 132 §1 provides for that service providers should keep «telephone traffic data stored for
twenty-four months from the date of the communication, for the purpose of assessment and
repression of crimes, while, for the same purposes, data relating to telematics traffic, however
excluded the contents of the communications, are kept by the provider for twelve months from
the date of the communications».

Art. 132 §1-bis sets forth that data related to unanswered calls should be kept for thirty days
only.

Italy, has seen, has therefore a data retention system.

The order of disclosure, according to art. 132 §3, can be emitted by the public prosecutor by
himself or under the instance of the lawyer of the defendant, of the offended person and of
other private parties. Moreover, the lawyer of the defendant can ask for historical traffic data

throughout defensive investigation (art. 391 guater of the Criminal Procedure Code)

Question #19

Which non-recognition grounds have you applied in your system in view of Article 11 or
other Articles of the EIO Directive?
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Art. 10 of Decree regulates the grounds for refusing an enforcement request of an EIO in
accordance with the provisions of art. 11 of the EIO Directive.

Enforcement may be refused if:

(a)the order of investigation transmitted is incomplete or the information contained in it is
manifestly erroneous or does not correspond to the type of act requested.

That hypothesis reproduces the ground for refusal of Art. 16, §2, let. a) of the Directive which
provides that, without prejudice to art. 10, § 4 and §5, the executing authority must inform
the issuing authority immediately and by any means available: (a) if it is impossible for the
executing authority to take a decision on recognition or enforcement because the form in
Annex A is incomplete or manifestly incorrect.

Point (b) of the art. 10 of the Decree states that the EIO shall not be recognized and enforced
if “The person against whom the proceedings are being conducted enjoys immunities
recognized by the Italian State which restrict or prevent the exercise or continuation of criminal
proceedings.

This provision refers to Art. 11, §1 (a) of the Directive which states that the executing authority
may refuse enforcement or recognition where the law of the executing State provides for
immunity or privileges which make it impossible to enforce the EIO, or rules on the
determination and limitation of criminal liability relating to freedom of the press and freedom
of expression in other media which would make it impossible to enforce the EIO.

Moreover, this provision for refusal is linked to art. 9, §4 of the Decree which states that: "If
authorization to proceed is necessary to carry out the act which is the subject of the order for
investigation, the public prosecutor shall request it without delay". Consequently, if the
privilege or immunity is revoked by an authority of the executing State, the executing
authority must transmit the request to that competent authority without delay. This case is
related to the provisions of art. 11 §5 of the Directive which states that, in the case referred
to in paragraph 1(a) — or the hypothesis of refusal on the grounds of immunity or privilege -
the executing authority must promptly forward the request to the competent authority to
waive the immunity or privilege.

Point c) states that that the execution of the EIO could be refuse if it is execution can be
“prejudicial to national security”.

This case resumes the hypothesis of Art. 11 §1, lett. b) of the Directive.

Art. 10, §1, let. d) says that the execution of the EIO must be rejected if “the information
supplied shows that there has been a breach of the prohibition on subjecting a person, who
has already been finally tried, to a retrial for the same acts”.

This situation is in accordance with art. 11, §1 lett. c) and recital (17) of the Directive as regards
the prohibition on art. 10 provides the refusal if “there are reasonable grounds for believing
that the execution of the requested act in the order of investigation is incompatible with the
State's obligations under art. 6 of the Treaty on European Union and the Charter of
Fundamental Rights of the European Union”.

This situation is in accordance with art. 11, §1, let. f.
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Finally, art. 10, let. f) provides for a refusal if “the act for which the investigation order has
been issued is not punishable by Italian law as a crime, regardless of the constituent elements
or legal qualification identified by the law of the issuing State, except as provided for by art. 9,
paragraph 5, and 11”.

Art. 10, let. f) of the draft decree combines art. 11 lett. g) and let. h) of the directive, both of
which give rise to a lack of punishment, into a single provision.

Question #20:

Do you apply the additional non-recognition grounds provided for specific sensitive
measures, namely in Article 22-31?

The ltalian legislation provides also additional non-recognition grounds for specific
investigation measures set in art. 22 to 31 of the EIO Directive.

As part of the measure aimed at the temporary transfer of a detained person in the issuing
state, art. 16 of Decree evokes the cases of refusal formulated by art. 22 of the EIO Directive
for the same act of investigation.

The case in which the detainee refuses his consent to the transfer, according to art. 16 of the
Decree, entails that the order of investigation issued cannot be execute. On the other hand,
art. 16 does not provide anything for the hypothesis of art. 22 §2, let b) of the EIO Directive
according to which the transfer could be refused even if it prolongs the person's detention.

Art. 23 §2 of the EIO Directive — relate to transfer of the detained person to the issuing State
— provided that the specific refusal grounds of art. 22, §2, let. a), must apply also to this case
of art. 23. However, art. 17 of the decree - concerning the same situation as art. 23 of the EIO
Directive - that is, the transfer of the person held in custody to the executing State - does not
reproduce the same specific grounds for refusal provided for in art. 16 in the case of a transfer
of a person held in the issuing State.

With regards to hearings via videoconference, art. 18 §2 of the Decree provides that a hearing
by videoconference or other audio-visual transmission of the person under investigation, of
the accused, of the witness, or of a technical adviser or an expert may be held only if they
allow it, in accordance with art. 24, §2, let. a) of the EIO Directive. On the other hand, the
possibility of art. 24, §2, let. b) concerning the refusal of execution when this investigative
measure is contrary to the fundamental principles of the law of the executing State it is not
envisaged. It is not expressly provided for by art. 18. It must be considered, however, that the
more general provision of art. 9, which states that where the act of investigation required for
the execution of the EIO is not provided for by Italian law or where the conditions for its
completion do not exist, the prosecutor provides for the performance of different acts, can be
applied. It is not expressly provided for in art. 18. On the contrary, an offence against the
fundamental principles of the state of execution can be justified.

Art. 20, §1 of the Decree makes it possible to obtain information and documents from banks
and financial institutions by combining the two cases provided for by art. 26 and 27 of the EIO
Directive, respectively, on the acquisition of information relating to bank accounts and
banking operations. Art. 26 §6 and 28 §5 of the Directive provides that the act must be refused
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if the execution of the investigative measure is not permitted in a similar domestic case, but
art. 20 of the Decree does not specify this case.

Art. 28 of the EIO Directive on 'Investigative measures involving the obtaining of evidence in
real time, continuously and for a specified period' is transposed into art. 20 §2 of the Decree,
which refers to the obtaining of computer or telematic flows in real time from banks and
financial institutions.

Art. 29 of the EIO Directive, on the other hand, refers to infiltration operations, providing that,
in addition to the grounds for non-recognition and non-execution set out in art. 11 of EIO
Directive, the executing authority may refuse to execute an EIO when:

- the execution of the infiltration operation is not authorized in a similar internal case
or

- it has not been possible to reach an agreement on the modalities of infiltration
operations.

This is reflected in art. 21 of the Decree (Undercover Operations) where it is provided that the
investigation order for carrying out undercover operations is recognized and implemented in
accordance with the provisions of art. 9 of Law 146 of 16 March 2006.

With regard to wiretapping, art. 30 §5 provides that "in addition to the grounds for non-
recognition or non-execution set out in art. 11, the execution of the EIO referred to in
paragraph 1 may also be refused if the investigative measure concerned is not admitted in a
similar internal case. The executing State may make its decision to execute an EIO subject to
the conditions applicable in a similar domestic case".

This indication seems to have been transposed in art. 23 (Interception of telecommunications
with the technical assistance of the Italian judicial authority) according to which "The
recognition of the investigation order issued for the interception operations shall be carried
out, by the public prosecutor of the Court of the capital of the district referred to in the Art. 4,
if the conditions of admissibility provided for by national law are met".

The interception ordered on the basis of the EIO can therefore be refused when the conditions
which make the interception possible under national law do not exist.

Likewise, an hypothesis of refusal is provided for also in the case of the so-called "routing"
provided by art. 31 of the EIO Directive and transposed in art. 24 of the Decree, that is the
case where the interception of telecommunications is authorized by the competent authority
of a Member State and the communication address of the person subject to the interception
is used on the territory of another Member State whose technical assistance is not necessary
to carry out the interception. Such hypothesis of refusal, illustrated in art. 31 §3, let. a) and
b) of the EIO Directive, states that the competent authority of the notified Member States
may refuse the interception in case where the interception would not be authorized in a
similar domestic case. This case is transposed in art. 24 § 2 of the Decree, states that the judge
for the preliminary investigations must order the immediate cessation of the operations if the
interceptions have been ordered in reference to an offence for which, according to the
internal system, interceptions are not allowed and give contextual communication to the
public prosecutor. It is therefore confirmed that Italian law provides for the refusal of
recognition in cases where the interception operation is not possible under national law.
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Question #21:

Do you apply the fundamental rights non-recognition ground (Article 11(1)(f) of the
Directive)? If yes, what is the formulation you have used? Did you use a reference to Article
6 TEU as in the EIO Directive? Do you consider that higher national constitutional standards
on fundamental rights could be used under that clause? On what pre-conditions would in
your system such a ground be used?

Art. 10, § 1, let. f) of the Decree reproduces the grounds for refusal contained in art. 11 § 1,
let. f) of the EIO Directive.

The wording used by the Decree is ‘that the EIO shall not be recognized or enforced where
there are reasonable grounds for believing that the enforcement of the requested act in the
order of investigation is not compatible with the State's obligations under Art. 6 of the Treaty
on European Union and the Charter of Fundamental Rights of the European Union'.

This is therefore an explicit reference to art. 6 TEU.

The Decree constantly refers to fundamental rights many times. Art. 1 (Provisions of principle)
states that the Decree — which implements the EIO Directive 2014/41/EU of the European
Parliament and of the Council of 3 April 2014 in Italian national law — was drafted in
compliance with the principles of the law and the Charter of Fundamental Rights of the Union
European Union in the field of fundamental rights, as well as in the field of freedom and due
process. This provision does not expressly refer to the rights protected by art. 6 TEU; it refers
only to those protected by the Charter of Fundamental Rights and to the principles of the
constitutional system. However, that provision refers to dispositions that govern the
protection of the rights of the person in the criminal trial, as in articles 2, 3, 13, 14, 15, 24, 27,
111 and 112 of the Italian constitution. From this perspective, the “programmatic nature” of
this rule can be highlighted at the beginning of the Italian Decree, which finds implementation
throughout the dynamics of application of the EIO, as can be seen from art. 4 §2, art. 10 §1,
letter e) and art. 33 of the Decree.

Also 4 §2 of the Decree states that the execution of the EIO shall be made by the Italian
authority (prosecutor or judge in charge of the proceeding) in accordance with the forms
expressly requested by the issuing authority, if these conditions are not contrary to the
principles of the legal system of the Italian State!#.

Art. 10 §1, let. f) of the Decree provides the refusal of EIO execution when there are serious
grounds for considering that the execution of the requested act in the order of investigation
is not compatible with the State's obligations under Art. 6 of the Treaty on European Union
and the Charter of Fundamental Rights of the European Union.

The problem of coordination between European law and internal principles, both of which are
responsible for protecting fundamental rights, appears in the relationship between lex loci —

14 KosToRIs R., Ordine di investigazione europeo e tutela dei diritti fondamentali, Cass. Peno., 2018, p. 1441.
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the law of executing State where evidence is located - and lex fori —the law of the issuing State
where the evidence is to be used.

It is therefore necessary to define the meaning of the concept of the principles that would
preclude the execution of the EIO. It would be possible to attribute the value of “counter-
limits” to these principles, which the state of execution places in relation to the indications of
the lex fori in order to protect its area of sovereignty™®.

These principles should therefore be interpreted restrictively, since they are intended to
protect only the core set of essential rights of the national legal order?®. In this interpretation,
as by art. 1 of Decree, it is necessary for the Italian State, also in the context of the probative
judicial cooperation, to maintain its constitutional principles firm.

However, it was also pointed out that the expression of art. 11 §1, let. f), of the Directive
justifying a ground refusal by reason of opposition to the act to art. 6 TUE, is in agreement
with EU law, in particular with the principles of equivalence and proportionality of Charter of
Fundamental Rights: in fact, according to art. 53, EU law should in principle guarantee
fundamental rights a level of protection no lower than that which they receive in other
systems with which the Union interacts: the ECHR system, national systems and international
law.

This principle is more an ideal aspiration than a solution that is always feasible in practice:
there are situations where equivalence could only be achieved at the cost of frustrating the
Union's objectives: this is why the principle of proportionality provided by art. 52 §1, deals
with the principle of equivalence!’. Moreover, the Court of Justice, showing great sensitivity
to the objectives of the Union in the field of judicial cooperation, often invoking the need of
protecting the "primacy", "unity" and "effectiveness" of EU law, and not always adequately
justifying the resulting restrictions on fundamental rights. This is the failure, in particular, of

the “Melloni judgment?®.

In this context, it is the responsibility of the national judicial authorities called to apply the EIO
Directive to observe very strictly art. 52 and 53 of the Nice Charter. The Directive provides the
means to achieve this objective: a split proportionality check between the issuing and
executing authorities, which is implemented through the checks provided for in art.s 6.1, 1.4,
9.2,11.1f,10.363 and 14.7 of the Nice Charter.

5The theory of the counter limits turns around the concept that Italy can accept the limitations of sovereignty -
as provided by art. 11 of the Italian Constitution - coming from the supranational orders, but with the limit of the
fundamental principles of the constitutional order. This is developed in some decisions of Italian Constitutional
Court: Corte cost., 23 marzo 1994, no. 117; Corte cost., 27 dicembre 1965, no. 98; Corte cost., 21 aprile 1989, no.
232. DRAETTA U., Diritto dell'Unione europea e principi fondamentali dell'ordinamento costituzionale italiano, Dir.
Uno. Eur., 2007, p. 14.

18KosTORIS R., Processo penale e paradigmi europei, Giappichelli, Torino, 2018, p. 135.

7MANGIARANCINA A., L’acquisizione “europea” della prova cambia volto: I'ltalia attua la Direttiva relativa all’ordine
europeo di indagine penale, in Dir. peno. proc., 2/2017, p. 158 ss.

18 Corte di giustizia UE, sent. 26 febbraio 2013, C- 399/11, Melloni: cfr. MANACORDA S., Dalle carte dei diritti a un
diritto penale a la carte, Dir. Peno. Cont., www.penalecontemporaneo.it , 17 maggio 2013;

29



Funded by the European
Union’s Justice
Programme (2014-2020)

an
<X elo-LApD  IFIE

University of Maribor

Faculty of Law

This is made possible by the open formulation of the EIO Directive and the receipt national
act, which, while requiring compliance with the formalities and procedures indicated by the
issuing authority, the fundamental principles of the law of the executing State and the
fundamental rights of persons, constitute open rules. These rules must be filled with content
on a case-by-case basis by the judicial authorities called upon to gather and use evidence, on
the basis of autonomous balances between the values at stake and taking account of the
indications of the supreme judge as regards the interpretation of Union law®. In fact, the
Court of Justice is the judicial authorities that dialogue directly through the instrument of
preliminary rulings.

Question #22:

Have you introduced time limits for the recognition and the execution of an EIO? If yes, what
are the consequences if the time limit is not respected? Does the time limit extend if a
specific legal remedy for EIO exists in your system and is used?

Italian legislation has set a time limit for the recognition and enforcement of the EIO in
accordance with art. 4 of the Decree.

The public prosecutor of the capital of the district in which the requested acts are to be carried
out must, by the way of a motivated decree, recognize the order of investigation within thirty
days of its receipt or within a different period indicated by the issuing authority, and in any
case no later than sixty days.

Execution shall be carried out within the following ninety days, observing the forms expressly
requested by the issuing authority which are not contrary to the principles of the State's legal
system. Art. 4 § 3 provides, however, that recognition and enforcement shall take place as
soon as possible as indicated by the issuing authority when there are reasons of urgency or
necessity.

According to the report of the Ministry of Justice, the terms are to be intended as not entailing
any disqualification (they called “ordinatori” terms)%.

In respect of those time-limits, an appeal procedure is provided for; however, the time limit
for appealing is not included in the time limits for recognition and execution. They start from
the communication mentioned in art. 4, §4 (i.e. the communication of the decree of
recognition which is communicated by the secretariat of the public prosecutor to the defender

1% For a detailed analysis of the use of the EIO in respect of fundamental rights, see MARCELLO D., Le metamorfosi
del diritto delle prove nella direttiva sull’ordine europeo di indagine penale, Dir. Peno. Cont. — Riv. Trim, 4/2015,
p. 92 ss.

20 Mandatory terms do not produce any legal consequences for the person who has not complied with them,
except where the Judge, after a purely discretionary assessment, decides that the expiry of the time limit has led
to a situation incompatible with the nature of the legal act for which the time limit was laid down. They are
opposite to peremptory terms refers to terms with deadline that is considered essential, otherwise it will result
in the loss of the possibility of carrying out that procedural activity which was linked to it.

30




Funded by the European
Union’s Justice
Programme (2014-2020)

an
<X elo-LApD  IFIE

University of Maribor

Faculty of Law

of the person under investigation within the time limit set for the purposes of the notice to
which he is entitled under Italian law for the performance of the act).

Art. 13 of the Decree provides for a system of appeal so that within five days the person under
investigation and his or her lawyer may, against the decree of recognition, file an objection to

the judge for preliminary investigations.

Question #23:

Does your system provide for EIO’s applied for by the defence?

There is no express reference to the lawyer as the person who can directly issue the European
Investigation Order.

Art. 27 provides that the issuing of the order of investigation may be pronounced in the
context of their respective powers, only by the public prosecutor or by the judge that proceed
in the context of criminal proceedings or proceedings for the application of a measure of
patrimonial prevention and transmitting it directly to the executing authority.

Art. 27 only specifies that the judge shall issue the order after hearing the parties.

However, art. 31 provides that an investigation order can be issued by the public prosecutor
or by the judge at the request of the defence.

The articles stated that

1. The defender of the person under investigation, the accused, the person for whom the
application of a preventive measure is proposed, can ask the Public Prosecutor or the judge
who proceeds to issue an investigation order.

2. The request shall contain, on pain of inadmissibility, the act of investigation or evidence and
the reasons justifying its execution or implementation.

3. If he rejects the request, the Public Prosecutor shall issue decree motivated. When the
request concerns a measure of seizure, Article 368 of the Code of Criminal Procedure applies.

4. The judge shall make an order after hearing the parties.

Question #24:

Do you have a specific legal remedy for EIO cases? Do you provide for a remedy in the
situation where an EIO is requested against a third party/not the suspect?

A specific legal remedy for EIO cases exists: art.13 of the Decree states that an appeal against
an EIO shall be made by opposition from the person under investigation or from his lawyer to
the Preliminary Investigation Judge.

The remedy can also be used when an EIO is requested against a third person/not the suspect:
in fact, Art. 13 §7 says that the person under investigation or the accused, his lawyer, but also

the person from whom the evidence or property has been seized and the person who would
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be entitled to its restitution also have the right to file an appeal against the recognition decree
concerning the seizure for probation purposes.

The judge makes his decision in a closed session in accordance with art. 127 of the Code of
Criminal Procedure. In this case, the judge's decision may be appealed in front of the Italian
Supreme Court for violation of the law by the public prosecutor and the persons concerned
within ten days from its communication or notification. The Court of Cassation decides, in
chamber of council, within thirty days from the appeal. The appeal shall not have suspensive
effect.
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Report on the practical application

Clarification regarding the methodology:

The data were collected following a frontal interview.

Sometimes we proceeded with interviews only in the presence of the referring magistrate;
other times, we discussed the topic(s) with the whole team dealing with EIO at the Public
prosecutor's office and, therefore, also with administrative officers and agents of the
financial police.

List of practitioners who were interviewed:

Public Prosecutor's Office:

Dott. Gianfranco Criscione, Ministry of Justice — Department of Judicial Affairs — General
Management of International Affairs and Judicial Cooperation — Office | (international
judicial cooperation)

Dott. Francesco Pinto, Procuratore aggiunto, District of Public prosecutor in Genoa
Dott.ssa Lucia Lotti, Sostituto procuratore, District of Public prosecutor in Roma, EJN Point
Dott.ssa Elisabetta Spigarelli, Sostituto procuratore, District of Public prosecutor in
Venezia

Dott. Stefano Buccini, Sostituto procuratore, District of Public prosecutor in Venezia

Dott. Luca Ceccanti, Sostituto procuratore, District of Public prosecutor in Aosta

Dott. Alessandro Sutera Sardo, Judge (Expert) at the Italian Embassy in the Hague

Attorneys:

Lawyer Nicola Canestrini, Bar association of Rovereto
Lawyer Claudio Marcone, Bar association of Roma
Lawyer Guseppe Giacomini, Bar association of Genova
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Data from issuing and executing authorities

Question #1:

In which phase of the criminal process do you use the EIO?

a) in the preliminary investigative police/prosecutorial phase (or an equivalent phase);
b) in the court/prosecutor investigation phase (or an equivalent phase);

c) in the trial phase (or an equivalent phase);

d) in the post-trial phase (or an equivalent phase).

Most of the respondents referred to the preliminary investigative police/prosecutorial phase
or an equivalent phase.

Question #2:

Have you used and are you familiar with the Council Framework Decision 2006/960/JHA of
18 December 2006 on simplifying the exchange of information and intelligence between law
enforcement authorities of the Member States of the European Union? If yes, do you think
that at the preliminary investigative phase (or an equivalent phase) it offers an alternative
to the EIO?

It is considered a valid alternative even if most of our interviewees stated that they did not
particularly refer to this document. The EIO seems to be a more direct and informal tool which
guarantees total data fluidity.

Increasing and facilitating the use of the EIO for these reasons appears beneficial; it is also
advisable to reduce the number of cooperation tools, but also know how to use them properly.

Question #3:

As executing authority, have you encountered problems with the EIO form as regards
information provided by the issuing State? If yes, what were the problems you
encountered? Did you use the option of a consultation procedure provided in Article 11(4)
EIO?

According to some respondents, the module is irrational and illogical and has various critical
points.

1. personal details are not indicated, the place of birth often is not indicated and the
identification of the people is often difficult. This arises also when they refer to the fact
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that a person is someone’s child, but they do not use that person’s surname, or the
person does not have a social security number;

2. lack of basic information to follow up on the request;

3. the fact is not well-described in the form and the facts section is too far from the
request;

4. problems arise from the translation quality. In general, no problems concern the use
of the English language, but problems arise with other languages;

5. the issuing authority provides an email address, but they do not reply to our
communications;

6. some problem with the security of the communication by e-mail system have been
pointed out: many countries do not have a certified mail system. For example, Greece
and Bulgaria do not use a specific certified e-mail system, they use GMAIL and sending
confidential data to these email addresses is not recommended;

7. some authorities tend to adapt the form: sometimes only translate the model, but do
not use the real form. The standardization of the form is bypassed by some countries
and this shows a refusal to cooperate.

Improvements suggested to the layout of EIO module:

- Inthe attachment, there is a form in which boxes could be added for very frequent
acts of investigation (search, interception, collection of scientific evidence). The
number of boxes for acts should therefore be increased, specifying the most
common acts in order to avoid using the open field box.

- Pay attention to the translation and the fulfilment of the items in the form. Avoid
requests which are too short or incomplete.

- It would be interesting for the requesting authority to specify the activities they
have carried out up to that point in order to inform the other authority of the
investigation framework.

In particular, the problem of language, the poor quality of the translations and the difficulty
of finding qualified operators has emerged in a clear way. It is perhaps one of the major
problems related to the use of the form.

Some authorities talk about the possibility of create a platform - and no longer a form - in the
future, which would make it easier, quicker and safer to exchange information.

Yes, authorities use very often the consultation procedure and they use almost always
informal channels between them, particularly when it comes to countries with which you have
a close relationship, such as France.

This process involves the exchange of email to the authority that asks for the execution of the
EIO in order to request others information.
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Question #4:

As executing authority, have you ever refused to execute an EIO due to problems with the
EIO form? If yes, please list the problems encountered.

In general, when some essential aspects are missing or when there is no absolute respect for
the EIO module, the authorities should refuse the EIO, but practitioners tend to use
cooperation and informal channels to complete the information on the condition that the
formal requirements are respected.

Question #5:

As issuing authority, have you encountered problems with the EIO form? If yes, please list
the problems encountered. Did you ever experience a refusal of your EIO due to problems
with the form?

The Italian authorities state that they have no specific issues in filling in the EIO form and that
they have no experience of rejecting their EIOs requests.

Question #6:

As executing authority, would you invoke the ne bis in idem non-recognition ground? If yes,
would you invoke the non-recognition ground if the procedure was stopped at the
investigative/charge phase (or at an equivalent phase)?

The Italian authorities interviewed had no specific cases in which ne bis in idem was invoked
as a reason for recognition.

The broad meaning of “ne bis in idem” can create problems when there are parallel
investigations in two different states. In such cases, we proceed with direct exchanges
between the judicial authorities in order to decide who shall proceed.

There may also be cases of surrender of jurisdiction when the facts can be prosecuted in Italy
or when proceeding against an unknown person.

Question #7:

What is your experience with the EIO timeframe? Is the time-frame appropriate for the
recognition and execution? Do you have any experience with an urgency request under the
EIO? If yes, please elaborate.

The time frame is considered reasonable and appropriate according to our interviewees.

Most of the Italian Public prosecutors’ offices contacted are able to meet the deadlines
without major problems.

When the timetable is not respected, this is due to the fact that requesting States ask for some
special investigations (e.g. banking) which require more time.
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Sometimes, there is no rush to urgency, because activities are not as urgent as they appear to
be required.

The need to proceed urgently is determined by the police and in this case Italian authorities
try to respect it. In case of urgency, it is necessary to notify the executing authority
immediately, with Eurojust or other contact points of the European Judicial Network or even
by making requests by email, telephone, fax if they are allowed (in the case of telephone, the
order is then sent on paper).

While waiting to translate the EIO into the language of the country of execution, it is sent in
English while waiting to find an interpreter who then relays it in the required language.

Question #8:

What secure channels of communication do you use for transmitting/answering to an EIO?
Do you use the electronic version of the EIO form? Do you consult the EJN webpage before
issuing an EIO?

The Italian authorities report that they use an e-mail system. Some authorities mention that
they send the EIO also by traditional postal in addition to transmission via telematic channels.

The electronic model is not used systematically by all the interviewees.

In addition, the European Judicial Network website is widely used and consulted by
respondents, particularly to find the addresses.

With reference to secure communication channels for the EIO, a problem concerning the use
of unprotected and secure channels by many countries was stressed.

- many countries do not use certified mail systems

- in cases where the documents of a country contain a lot of data (printouts - bank
data) and the documentation is voluminous, reception by post is problematic, but
reception by e-mail is problematic too. In this case, if a CD-ROM is burned with
data on it, doubts remain regarding the possibility of reading the CD-ROM and
compliance with security measures to burn and preserve said data. So, some of
the interviewees propose the creation of a virtual space (like a cloud or an
electronic platform) where it will be easier for authorities to share data.

Question #9:

As issuing authority, do you provide a justification why you would not reveal a measure to
the suspect for confidentiality reasons? As executing authority, do you request a specific
justification why the measure should not be revealed to the suspect for confidentiality
reason?

Respondents agree on the fact that since the criterion remains Italian procedural law, the
Italian authorities looks at the internal rules that impose certain guarantees regarding
confidentiality and ask that they are respected.
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When the measure is requested to be executed abroad, the respect of confidentiality is
specified to the executing authority and this is also done when we are the executing authority
regards an EIO asks by foreign authorities.

Question #10:

As issuing authority, have you ever requested specific formalities to be fulfilled by the
executing authority? If yes, what did they relate to? Have you ever requested formalities to
be fulfilled for tactical reasons, e.g. the synchronicity of searches? Did the executing
authority follow your request?

Yes, in particular with reference to some guaranteed acts in which special precautions are
required according to Italian procedural law. Otherwise the act is invalid according to Italian
law and cannot be used.

In this case, the authorities are in favour of the willingness to coordinate as directly as possible.

It is therefore a good practise to indicate the internal procedural conditions, asking to respect
both our rules and theirs as much as possible.

A problem arises, for example, when it is necessary to hear people under investigation as
witnesses, so usually the respondents said that they send an email and indicate that the
people have to be heard with the presence of a lawyer.

Question #11:

As executing authority, do you use proportionality as a non-recognition ground? Do you
consider an obvious violation of proportionality as a fundamental rights non-recognition
ground? Do you - within the framework of proportionality - question the grounds for issuing
the EIO (e.g. request for the search of someone who is obviously innocent)?

Yes, it is provided by the Directive and therefore it is one of the criteria that we have to
evaluate. However, this criterion is also provided by Article 7 of the Internal Decree.

As a result, a violation of proportionality is always subject to the same screening of legal
articles.

The assessment takes place by comparing the evidentiary requirements of the investigation,
the seriousness of the conduct and the compression of the fundamental rights of the suspect.

A violation of proportionality can therefore result from the violation of a fundamental right:
the problem in assessing proportionality is when an investigative act is requested in execution
of an EIO but the investigative framework is unknown and the act is particularly invasive
according to our legislation.

In general, the authorities claim to avoid refusing the EIO on grounds of proportionality for
reasons of cooperation between countries, often not knowing the general context of the
investigation. In these cases, clarification between authorities is always used.
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Sometimes if the other authorities do not cooperate, a refusal is possible: for example, a case
is mentioned in which France asked Italy to wiretap a large number of telephones. The
Prosecutor realized that wiretapping is done according to different rules in the French system,
so he/she asked for the investigative acts to be sent. The acts of investigation did not arrive,
so the Prosecutor refused to approve the act.

According to some respondents, there is a lack of common reflection on the concept of
proportionality. More uniformity on the concept of proportionality would be needed.

Question #12:

As issuing/executing authority, have you experienced the use of a fundamental rights non-
recognition ground? If yes, what were the reasons? How was the matter resolved?

The answer given by the respondents is the same as for the previous question.

In general, the reference standard is always the impact of the measure on the fundamental
rights of the suspect in the light of the internal procedural system (in this case Italian criminal
procedural law).

Question #13:

As executing authority, what would you do if a measure which does not exist in your system
is requested by an issuing State (for example, issuing Member State A requests from
executing Member State B an EIO for the use of a Trojan virus; however, such measure does
not exist in your system)?

On a theoretical level, the answer will be negative.

Problems may arise from interceptions and the use of Trojan viruses because other states do
not operate the same way we do in Italy.

On a practical level, given the willingness to cooperate, the execution of an atypical
investigative act that is requested must be assessed in the light of fundamental rights.

If an act that does not follow our procedural model is requested, the executing authorities talk
with the issuing authority, but if cooperation is not forthcoming, the EIO has to be refused.

Question #14:

Do you have experience with video conferences as a tool for cross-border gathering of
evidence? If yes, please specify. Do you use video conferences based on an EIO at trial level
(or an equivalent phase)? Do you have the appropriate equipment for video?

Yes, the Italian authorities have experience with these procedures, especially for debates
carried out via video conference and the examination of witnesses during the trial.

There are no particular facts to report except that sometimes some prosecutors are not
sufficiently equipped with useful tools.
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Question #15:

Would you issue an EIO for an investigative measure (wiretappings, for example) conducted
in the executing state where no assistance of the executing state is necessary (e. g. the
issuing state would perform the investigative measure)? Do you have any experience with
such EIOs as the issuing/executing authority?

The Italian authorities heard have no particular experience of this scenario, but hypothetically
they would do so.

Question #16:

As issuing/executing authority, have you encountered any issues as regards double
criminality? If yes, please specify.

In most cases there is quite uniform legislation in Europe.

Problems may arise when countries impose different thresholds to the crime: for example,
sexual violence, the incrimination of which is different in France and Italy, or tax offences
which are typically threshold offences.

If there were a strict interpretation, the EIO would have to be rejected, but if reference is
made to the abstract punishability of the crime, then it can be applied.

Question #17:

As executing authority, would you refuse an EIO that is obviously intended for non-
evidentiary purposes (freezing of property, for example)?

Respondents consider that there are situations where it is necessary to limit the use of EIO to
their proper function, so they refuse to use it when other instruments exist for these purposes.

However, there are some borderline cases where an asset is seizable as evidence of the crime
and supposes a request from EIO based on previous investigation activities.

Question #18:

Does your national system allow the use of evidence transferred under an EIO for other
purposes (in other procedures not specified in the EIO — speciality rule)? If yes, specify under
which circumstances.

In principle, no, but this point concerns the speciality criteria: a rule is needed to say that the
evidence can only be used in that procedure, although the Directive and Italian regulations do
not refer to the principle of speciality.

In general, there may be flexibility in these hypotheses: for example, in the case of an EIO
request with reference to a certain type of crime, e.g. fraud or extortion, if evidence of another
type of crime is found during the procedure, it is possible to acquire elements in order to prove
this fact.
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At this point, if you need to undergo an investigation abroad for other offences, you should
use EIO.

There is nothing to prevent you from using the result of the investigation first to gain
independent knowledge of a crime.

Question #19:

As executing authority, do you check whether the issuing authority has the status of a
judicial authority (see ECJ-Judgement of 27.5.2019 - C-508/18)? Do you accept EIOs
automatically whenever the issuing authority is a prosecutor?

There are no particular inspections: when the EIO is issued by a Prosecutor, it is generally
executed.

This problem does not arise in Italy because in 90% of cases the PM is a prosecutor; therefore,
this ensures that they are a judicial authority within the scope of the EIO.

But, for example in France, there was a great problem about the nature of the prosecutor
because it was not known whether to consider him as a judicial authority.

According to respondents, the control is limited to verifying whether they are authorities with
investigative powers.

Question #20:

If in your system a court order is necessary for a certain measure, as issuing authority, would
you request such an order when sending an EIO or would you send the EIO without having
obtained a domestic court order?

Yes, if the execution of the act requires an order of the judge, for example in the police
investigation of a Member of Parliament, it can be requested and sent together with the EIO
because in the Italian system, it is a guaranteed act.

Question #21:

If in your system a court order is needed for a certain measure (for example, a house search,
content electronic data, etc.), would you, as executing authority, request such a court order
before executing an EIO?

If our system requires a court order on behalf of the judge, then it must be obtained.

We cannot proceed without it.

Question #22:
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As issuing/executing authority, have you encountered any problems specific to digital
evidence (electronic data, traffic data — data retention)? As issuing authority, would you use
the EIO to order the disclosure of traffic telecommunication data of a suspect in the
executing state, even if your own national system does not provide for a data retention
system?

The Italian authorities report some difficulties linked above the lack of synchronisation and
standardizing of data acquisition and retention rules.

These rules are different from country to country.

First of all, there is a problem of different periods of time in which data are stored: it may
therefore happen that data is requested, but it cannot be physically provided from Italy or
from another country.

There is also a lack of synchronization concerns data processing and consultation: data is
received without further processing and each country uses different computers.

Question #23:

As issuing/executing authority, have you encountered cases in which the suspected/accused
person made use of legal remedies regarding the EIO? Please elaborate. What were the
results?

Cases of appeal are rare, but some have reached the Court of Cassation.

Some authorities tell us about the appeal of the investigative act because the party's lawyer
had not been notified of the recognition order.

The Court of Cassation ruled that the investigative act was null.
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Data from attorneys

Question #1:

As an attorney?!, have you ever requested issuing of an EIO, in line with the applicable
defence rights of national law? If not, why have you never made such a request? If yes, were
you successful? Please elaborate, provide examples, and describe potential issues regarding
requests for the issuing of an EIO under your legal system. What is the procedure to use an
EIO for defence purposes in your Member State? Can you issue it directly or do you have to
request it from a prosecutor or judge? Please elaborate.

No, the lawyers we interviewed never asked for it.

However, they have raised the question whether the defence lawyer can ask the PM to issue
an EIO as part of the defensive investigation.

The problem is that the Italian lawyer cannot give an account of the defensive investigations
and these are outside the scope of the EIO. Some lawyers propose the creation of a defensive
investigation file in the framework of the EIO.

Art. 31 - Investigation order issued at the request of the defence states

1. The defender of the person under investigation, the accused, or the person for whom the
application of a preventive measure is proposed, can ask the Public Prosecutor or the judge to
issue an investigation order.

2. The request shall contain, on pain of inadmissibility, the information or evidence regarding
the investigation order and the reasons justifying its execution or adoption.

3. If he rejects the request, the Public Prosecutor shall issue decree motivated. When the
request concerns a measure of seizure, Article 368 of the Code of Criminal Procedure applies.

4. The judge shall issue an order after hearing the parties.

2L A definition of an attorney is not provided in the Directive 2014/41/EU regarding the EIO in criminal matters.
For the purpose of this questionnaire, an attorney is a legal professional who is legally qualified and licensed,
according to national law, to represent a suspect/defendant in any type of proceedings for which an EIO can be
issued according to Article 4 of Directive 2014/41/EU.
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Question #2:

As an attorney, have you ever challenged (on behalf of the accused) an EIO in the executing
state? If yes, were you successful? How did you deal with the foreign legal system and
language? Were you a part of a transnational defence team? Please elaborate, provide
examples, and describe possible issues regarding the process of challenging an EIO in the
executing state in your legal system.

Yes, one lawyer interviewed got the EIO cancellation because the EIO was on a standard form
in German and ltalian and he took care of everything on his own without seeking the help of
foreign lawyers.

Question #3:

As an attorney, what legal remedies would you use in your legal system to challenge an EIO
in the recognition and execution procedure? If such legal remedies exist, please briefly
describe their role and functioning in the recognition and execution procedure as
implemented in your legal system. Would the legal remedy suspend the execution of the
investigative measure?

The modalities and terms of the notice to the defence lawyer of the decree of recognition of
the European Investigation Order must be determined by the rules established by the
procedural system in relation to the specific evidence to which the request refers, with the
consequence that, in the event that the internal procedural rules provide only for the right of
the defence lawyer to attend the execution of the act by surprise, i.e. without notice, the
decree of recognition must be communicated at the time the act is executed or immediately
afterwards.

Art. 4, paragraph 4 of the Italian Decree states that the decree of recognition is communicated
by the secretariat of the Public Prosecutor to the defence counsel of the person under
investigation within the time limit established for the purposes of the notice to which he is
entitled under Italian law for the completion of the deed. When the Italian law provides only
for the right of the defender to attend the execution of the deed without prior notice, the
decree of recognition is communicated upon the execution of the deed or immediately
afterwards.

The communication to the defender of the Decree of recognition of the EIO is important in
order to establish the dies a quo to present, within five days, an appeal against the decree of
recognition, through an opposition addressed directly to the G.i.p. (Giudice per le indagini
preliminari) based on art. 13, paragraph 1.

According to the lawyers heard, the means to challenge are sufficient.

They do not suspend the execution. In the case of a lawyer interviewed, the documents /
evidence were sent to Germany irrespective of the lawyer's warning to the magistrate in
L'Aquila and the appeal.
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Question #4:

As an attorney, would you challenge (on behalf of the accused) an EIO in the executing state
on the grounds of proportionality? Would you be able to - within the framework of
proportionality - question the grounds for issuing the EIO (e.g. request for the search of
someone who is obviously innocent)? Would you be able to consult the (national) executing
authorities and (foreign) issuing authorities for additional data if the information provided
in the EIO form would not suffice to make this assessment? What legal remedies would you
use in your legal system to challenge such an EIO?

The lawyers interviewed confirm the possibility of contesting the proportionality of the EIO.

Both the directive and the implementing decree in Italian law pay a great deal of attention to
the principle of proportionality, which is an important and appropriate aspect from a
defensive point of view.

However, the lawyers pointed out that it is necessary to implement the knowledge of criminal
law by the European system and standardize the concept of proportionality.

Question #5:

As an attorney, would you challenge (on behalf of the accused) an EIO in the executing state
on the grounds of infringement of fundamental rights? Would you be able to consult the
(national) executing authorities and issuing authorities (abroad) for additional data if the
information provided in the EIO form would not suffice to make this assessment? What legal
remedies would you use in your legal system to challenge such an EIO?

This is a possibility.

It is pointed out that, with regard to fundamental rights, the EIO is based on the principle of
mutual trust between countries, so it should be considered that the requesting country has to
carry out all its activities in compliance with fundamental rights, but there can be no such total
trust because the interpretation of fundamental rights varies from country to country.

This should imply that the national executing authority or the lawyer should have perfect
knowledge of the mechanisms that lead to the issuing of that European Investigation Order.
To do so, criminal procedure codes would need to be harmonized.
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Question #6:

As an attorney, have you ever challenged (on behalf of the accused) an EIO in the issuing
state? If yes, were you successful? How did you deal with the foreign legal system and
language when dealing with evidence gathered in a foreign legal system? Were you a part
of a transnational defence team? Please elaborate, provide examples, and describe possible
issues regarding the process of challenging an EIO in the issuing state in your legal system.

According to some respondents, the lawyer does not have much power in the EIO procedure
and, therefore, it is unimaginable that there would be a discussion with the foreign magistrate.

It would be possible to foresee this, but the lawyer must also know the foreign system and the
foreign language, English at the very least.

This seems difficult for the lawyers interviewed.

Question #7:

As an attorney, what legal remedies would you use in your legal system to challenge an EIO
in the EIO issuing procedure? If such legal remedies exist, please briefly describe their role
and functioning in the issuing procedure as implemented in your legal system.

They would use article 13 of the Italian legislative decree.

Question #8:

As an attorney, have you ever challenged (on behalf of the accused) the lawfulness of the
evidence gathered with an EIO (exclusion of evidence) in the criminal (or similar) procedure?
If yes, were you successful? What were the grounds for (non-)exclusion? Please elaborate.

No, itis not possible for lawyers who have been interviewed to know what is done in the other
state.

There are also problems in finding translators and ensuring a good level of translation.
Sometimes there is a clear lack of willingness to communicate in English. Therefore, there is a
need for lawyers and magistrates who speak the different languages.

Question #9:

As an attorney, would you be able to argue for an automatic exclusion of evidence from the
criminal procedure in the issuing state if the accused would be successful with his legal
remedy in the executing state (legal remedy in the executing state did not suspend the
execution of the investigation measure)? Would you furthermore be able to demand a
change of the preceding judge because he was able to access evidence which could be
excluded at a later stage in the proceedings (principle of impartiality)?
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In the experience of one of the lawyers interviewed, it is difficult to ask for the exclusion of
evidence or a change of judge because there is no longer any news about the proceedings in
Germany.

He states that he has no information that the opposition has been transmitted to Germany,
there has been no news of the transmission to the German authorities nor of its receipt.

Question #10:

As an attorney, would you be able to ensure that the evidence is destroyed or returned to
the executing state by the issuing state if the accused is successful with his legal remedy in
the executing state (legal remedy in the executing state did not suspend the execution of
the investigation measure)?

No. There is no guarantee pertaining to this point and it is very serious that there is no
continuation in the knowledge of the procedure.

Question #11:

How much does the decision of the issuing authority to issue an EIO in your estimation add
to the costs of the accused in your Member State? Please provide a rough estimation
(percentages) and elaborate on the nature of additional costs (translation, foreign legal
expertise etc.).

The rough estimate of costs is difficult to make when going to foreign countries. Perhaps the
costs could double. The problem of bearing these costs and ensuring the right to defend
oneself is not only that of destitute people, but also that even moderately wealthy people who
are not covered in other states.

It would be possible to imagine a form of European legal aid referring to international
instruments such as the EIO.

Question #12:

As an attorney, have you encountered problems with the EIO form as regards information
provided by the issuing/executing State? If yes, what were the problems encountered by
the defence?

One of the lawyers reported mistakes in the person’s name.

The fact and the imputation were described quickly.

Question #13:

Do you have experience with video conferences as a tool for cross-border gathering of
evidence? If yes, please specify.
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No lawyer has direct experience pertaining to this circumstance.

Question #14:

As an attorney, have you encountered any problems regarding the EIO specific to digital
evidence (electronic data, traffic data — data retention)?

No lawyer has direct experience pertaining to this circumstance.
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Final Remarks

The EIO is an important step towards cooperation between systems but the underlying
problem that remains is the diversity of the systems. For the most important crimes at least
(e.g. fiscal fraud, narcotics, child pornography), there should be a transnational right, a federal
structure with a unified European procedure and the EIO form should provide boxes indicating
the most common crimes.

There is a need:

- for better coordination between all the prosecutors, joint investigation forms, and
prioritization of what is intended to be European action.

- to train lawyers and magistrates that have the capacity to evolve in legal systems other than
their own and at least speak one common language, for example English.

- for a better definition of proportionality.

- for a platform to facilitate the exchange of documents between countries in an encrypted
manner in order to guarantee the speed of exchanges.

- for more space and attention to the role of the defence lawyer.

- to provide for the possibility of using the EIO for defence investigations and to maximise its
participation in the procedure by integrating its presence on the exchange platform

There are problems in terms of:
- ensuring legal assistance across different countries

- providing financial support by creating support for the expenses due to the assistance of
lawyers in different countries.

Finally, it seems necessary to establish a list of authorized translators who can guarantee a
certain quality of translation and who can be contacted quickly.
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